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Background: cryptographic hash functions

Compress a large amount of data down to a constant size

Different from compression functions: hash cannot be
“uncompressed”

Used for message authentication (digital signatures), commitment
schemes, etc.

Pre-image Hash

)

7073cc8£46d53b38013d
30c229be49ddl7ecd876

L
Q
(7]
-

7073cc8£46d53b38013d
30c229be49ddl7ecd876

Cannot find M

IBCD)= B ANDC)OR(NOTH) ANDD]
HBCD)=BXORCXORD (<=t =)
HBCD)= B ANDC)ORBANDD)OR
ABCD)=BXORCXORD (6 <=t<=)

Cryptography Research, Inc: Leader In Advanced Cryptosystems™
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Different from compression functions: hash cannot be
“uncompressed”

Used for message authentication (digital signatures), commitment
schemes, etc.

Security requirements include:

Infeasible to find two messages that hash to the same value
= Attacks that violate this property are called collision attacks

Infeasible to find an input message that hashes to a particular value
= Attacks that violate this property are called pre-image attacks

Commonly used cryptographic hash functions
MD4, MD5 (e.g. VeriSign certificates, "md5sum” program)

SHA-1 (e.g. DSS, PGP)

Cryptography Research, Inc: Leader In Advanced Cryptosystems™



Developments announced at RSA 2005

Collisions announced in SHA-1

Xiaoyun Wang, Shandong University, China
Yiqun Lisa Yin, Princeton

Hongbo Yu, Shandong University, China

Based on previous attacks against MD4, MD5 and SHA-O
Paper not yet available

Complexity: < 2% hash operations (~ 590 billion billion)

Barely possible with today’s technology

Example: 3743 custom chips capable of 10 billion
hashes/second running for 6 months
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What does this mean?

Attack presented is a collision attack
(not pre-image attack)
No need to panic (yet). New standards should be developed

Attack does not apply to all systems that use the SHA-1 algorithm
(it depends on how the algorithm is used)

= Systems that sign data from untrusted sources need examination
Still extremely computationally difficult to attack

“It's time to walk, but not run, to the fire exits. You don't
see smoke, but the fire alarms have gone off.”

-Jon Callas, CTO PGP Corporation
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More information

Details available at:
Www.cryptography.com/cnews
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